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How modern identity has changed
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The industry's most repeated
truth: attackers don't break in —

Three Truths they log in.

Current-day Realities

* Identity is the New Perimeter
« Shift from network to identity
* Identity governs access

« Weak identity governance increases risk of credential
exploitation

« Attackers Don’t Break In — They Log In

« Modern attacks target valid user credentials through
phishing, credential stuffing, and social engineering
techniques.

 Need for continuous risk evaluation

« Leadership Reality: Tools Before Strategy

« Often implement identity tools reactively, resulting in
fragmented controls and unclear ownership.

« Without a governance framework, organizations face
orphaned accounts, excessive privileges, and manual
processes.




Identity Has Expanded Beyond Humans

Age of Al Agents

« Expanded Identity Scope

* |dentities creep well beyond employees, contractors, partners, and
customers with unique risks.

* Non-Human Identities
* Non-human identities like service accounts, APIs, and Al agents now
outnumber human users, requiring special governance.
« Governance Challenges

» Static roles and audits struggle with identity proliferation; modern
governance requires automation and strong authentication.

» Strategic Identity Management

 Effective identity strategies apply least privilege, continuous
monitoring, and accountability to all identity types.

Infosecurity Magazine citing SANS Institute (April 9, 2026)

Gartner, Machines Can't Keep a Secret (March 6, 2026)

CyberArk: Machine Identities Outnumber Humans by More Than 80 to 1

CYBER

82 machine identities
for every human identity

Non-human identities
outnumber human
identities by ~80:1

SANN

INSTITUTE

76% of organizations
report rapid growth
in non-human identities
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https://www.infosecurity-magazine.com/news/governance-gaps-agents-76-increase/
https://www.akeyless.io/data-sheets/machines-cant-keep-a-secret/
https://www.cyberark.com/press/machine-identities-outnumber-humans-by-more-than-80-to-1-new-report-exposes-the-exponential-threats-of-fragmented-identity-security/
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Reality for Most Enterprises

NHI Ratios by Organization Type

Typical

Ratio

Why It Matters

SLED 5:1 - 15:1 On-prem heavy, legacy
systems, limited SaaS
integration
Traditional 15:1 - Legacy + modern SaaS mix,
Enterprise 40:1 moderate cloud adoption
Commercial / 30:1 - Active SaaS stack, DevOps
Mid-Market 80:1 practices, growing cloud
Cloud-Native | 100:1 - Microservices, Cl/CD
500:1+ pipelines, containers, Al

workloads

What Counts as a Non-Human Identity
Established

Service Accounts — Windows AD, database,
application

API Keys & Tokens — Salesforce, AWS, GitHub,
Stripe

SaaS OAuth Grants — Slack, Google Workspace,
HubSpot, M365

Workflow Automation — Zapier, Power Automate,
Make/Integromat

Cl/CD Pipelines — GitHub Actions, Jenkins, Azure
DevOps

Cloud Workload IDs — AWS IAM roles, Azure
Managed Identities, GCP

Emerging
« Al Agents & Copilots — LLM API keys, Copilot

connectors
Short-lived Certs — TLS/SSL now on 47-day

lifecycle mandate
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Non-Human ldentities

An exponential explosion

WHY
* Digital systems now do the work people used to do
» Speed and scale has overtaken human control
Al is shifting identity from access to action

HOW

* Identities are instantiated programmatically, not
provisioned deliberately — by people

* Lifecycle ownership is unclear or nonexistent

» Operational convenience overrides least-privilege
discipline

WHY

Cloud & API-First
Architecture

Applications now
communicate
service-to-service —
every interaction
requires it's own.

Agentic Al

Agents don't just
observe —they
execute actions
across systems

Agents require
privilege and
authority to
function

HOW

Created Outside
Human IAM

|dentities are
created by code,
pipelines, and cloud
services often
bypassing
traditional joiner,
mover, leaver
processes

Rarely Expire

Machine ID’s don't
resign. Credentials
persist long after
workloads or
owners change

Privitege
Accumulates

Access is over-
granted to avoid
breaking
automation
increasing risk




PROJECT GLASSWING

Anthropic's Al-Powered Cybersecurity Initiative | Coalition of 12 Global Tech Leaders | April 2026

—

Al THREAT IDENTITY: NON-HUMAN
ACCELERATION NEW PERIMETER IDENTITIES

The last defensible line in an Al-

Al discovers & exploits c '
driven threat environment

vulnerabilities at unprecedented
machine speed

Al agents & service accounts
need governed, auditable access

1,000+ 12 $104M APR
2026

VASNORINGS TECH SECURITY LAUNCHED
FOUND PARTNERS INVESTED

Cisco « Palo Alto Networks « AWS « Microsoft « Google « Apple « CrowdStrike « NVIDIA « Broadcom < JPMorganChase

"Identity is the control plane for the Al era — govern it, or lose it."

ove

QO

Al: Defining the Shifting Identity Landscape

Key Implications

Al Rewrites Vulnerability Discovery

Glasswing's Al found 1,000+ zero-day flaws in weeks — including a 27-year-
old bug — outpacing any human-led security audit.

Identity Is the Last Defensible Perimeter

As Al accelerates attacks, identity becomes the primary control plane.
Network perimeters no longer define trust boundaries.

Non-Human Identities Are the Blind Spot

Al agents need governed, scoped, auditable access — not user-level
permissions. Your |AM strategy must account for machine principals.

The Industry Is Already Mobilizing

AWS, Microsoft, Google, CrowdStrike & 8 others are activating around Al-
powered defense — signaling a fundamental paradigm shift.

Zero-Trust + Al-Aware IAM = Your Foundation

Identity-first architecture, least-privilege access, and continuous
authentication are now security requirements, not best practices.

ANM
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Goals

» Verify Explicitly

 Enforce Least
Privilege

« Assume Breach

 Identity-Centric
Enforcement

Zero Trust Architecture Technologies by Pillar

Identity | AM

Identity and Access
Management

Cyber Resilient IdP

Multi-Factor
Authentication (MFA)

* Identity and Access
Management (IAM) Single Sign-On (SSO)

* Privileged Access
Management (PAM)

» Multifactor
, Authentication (MFA)

* Identity Governance
and Administration
(IGA)

Privileged Access

" [ M t (PAM
Critical |dent|ty anagement ( )

Domains Access .
Identity Governance and

Administration (IGA)

Access Management

* Behavioral Analytics

Device Management

Certificate Lifecycle Mgt
+ More

Identity Device Network Apps & Workloads Data




l What are we looking for? \

Core Identity Capabilities | Tools & Technology

Identity Governance Administration

* Governs the full identity lifecycle — human and non-human. Automates
provisioning and deprovisioning to eliminate orphaned accounts and
enforce least privilege.

Privileged Access Management

» Eliminates standing privilege for humans and machines. JIT access,
credential vaulting, and rotation. Apply the same rigor to service accounts,
API keys, and Al agent credentials as to admin accounts.

Machine Identity Management

* Manages lifecycle, secrets, and access controls for service accounts,
certificates, and Al agent identities — the fastest-growing and least-
governed identity class.

Adaptive Risk-Based Authentication

« Adjusts authentication strength based on context and risk signals. For NHls
that can't do MFA, short-lived tokens, continuous monitoring, and
behavioral baselines serve the same function.

Cloud-Driven Control Plane

» Centralizes visibility and policy enforcement across hybrid and multi-clou
— critical as NHls proliferate across AWS, Azure, GCP, and SaaS
simultaneously.
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SHARED SIGNALS FRAMEWORK (SSF)

OpenlID Foundation Open Standard | Continuous Access Evaluation Profile (CAEP) | Real-Time Security Event Exchange

CROWDSTRIKE

TRANSMITTER

SIGNALS SENT

Device at Risk
Malware Detected
Risk Score Change

Behavioral Anomaly

P> Threat/ Risk Signal (SET Token)

REAL-WORLD SCENARIO

CAEP-COMPATIBLE ECOSYSTEM

SSF PROTOCOL LAYER

OpenlD Foundation

PROTOCOLS & STANDARDS

(¢.1 Continuous Access Evaluation

Risk & Incident Sharing
Security Event Tokens

JSON Web Signature (signed)

CrowdStrike Sends SET token
detects malware via CAEP/SSF

OKTA

RECEIVER

INSTANT RESPONSE

Revoke Session
Require Step-Up MFA
Block Access

Alert Security Team

Policy Response (CAEP Event)

Okta receives
in < 1second Breach
prevented.

Microsoft Entra « Cisco « Ping Identity « SailPoint « Zscaler « Broadcom < IBM Security « RSA « Any OpenlD CAEP-compliant tool

"SSF turn your security tools from isolated silos into a coordinated immune system."

Session revoked.

Shared Signals Framework: Identity's Real-Time Security Nervous System

Why SSF Should Be in Every
Cybersecurity Strategy

Real-Time vs. Polling: From Minutes to Milliseconds

Legacy security tools poll for changes every 15-60 minutes. SSF pushes verified
events instantly — stopping lateral movement before it starts.

Open Standard: No Vendor Lock-In

Any CAEP-compliant tool — CrowdStrike, Microsoft Entra, Okta, Zscaler — can
signal any other. One open protocol, unlimited integrations.

Continuous Verification at Machine Speed

SSF is the technical backbone of Zero Trust. Every session is re-evaluated on every
signal — not just at login — in real time.

Bidirectional Intelligence

Signals flow both ways: your IdP knows about endpoint threats; your EDR knows
about session anomalies. Your tools become one unified defense.

Game Changer: A Breach Stopped in < 1 Second

CrowdStrike detects malware — sends SET token — Okta revokes the session before
the attacker pivots. No manual intervention required.
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' Shorter Certificates, Faster Rotation

CA/B Forum Mandated Changes

What is changing TLS Certificate Lifetime Reduction (Days)

Max public TLS lifetimes step down from 400
398 days today to 200 (Mar 2026), 100

(Mar 2027), and 47 (Mar 2029). Domain

Control Validation (DCV) reuse windows

also shrinks, down to ~10 days.

If a certificate is trusted by a brower, it must follow CA/B Forum rules.

Why it matters " ; e
Renewals jump from yearly to 8+ per é‘;‘ - -
service per year. Browser enforcement is E |
automatic, making automation £ 200
(ACME/API issuance + integrated ko,
deployment) a requirement—not a choice. E

=

What this means for every
credential 100

Whether your agents authenticate with
certificates, OAuth tokens, or APl keys —
the direction is the same: short-lived,

automated, no standing access. The CA/B 0
Forum mandate is the regulatory proof |
point. Your NHI strategy needs to apply 2024 2026 2027 2029

the same logic everywhere.

p ANM
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The State of Same Spend,
Identity & Access Management

A Tale of Two Org’s

(IAM) Maturlty 2025 Same Spend, Different Result | Local Government
Ponemon Institute Study of 625+ IT Professionals
Sponsored by GuidePoint Security ~ N\ N\

Most Organizations

(77%)

o Only 50% rate 1AM @5

tools as effective U

e Only 44% confident in
preventing identity

High Performers
(23%)

] b Rate IAM tools as ga”j

highly effective

e Fewer identity-based
incidents (39%)

incidents e Much higher

automation
adoption

e Dedicated PAM
platforms (56% vs 23%)

e Higher rate of
identity-based
incidents (58%)

e Heavy reliance on
manual processes ‘ l ¢ Biometric o
(g, spreadsheets, Y outhentication ¢( )%
ad-hoc deprovisioning) 4 (64% vs 37%) =

Same Investment - Dramatically Different Outcomes

High Performers = organizations rating
IAM tools 9-10/10 effectiveness

Source: Ponemon Institute / GuidePoint Security — State of IAM Maturity 2025

\_

Organization A
Reactive | Siloed Tools

e |dentity tools
deployed in isolation

e 58% identity-based
incident rate

e Manual processes,
spreadsheets

® Poor cross-system
visibility

J

Same investment — Dramatically different outcomes

The State of Identity and Access Management (IAM) Maturity — Ponemon Institute

\_

Organization B
Strategic | Integrated

e |dentity aligned to
business roles

¢ 39% identity-based
incident rate

e High automation
adoption

e PAM + IGA working
together



https://www.guidepointsecurity.com/wp-content/uploads/2025/05/GuidePoint-Security-Ponemon-IAM-Maturity-Report-2025_FINAL.pdf

'

Connecting Identity Spend to .
Business Value ~ 2 sheet that doesn't

Cloud-Driven Control Plane j ere on your
® sheet.

ount and
a liability on

* Value Your Machine ID Capabilities

« Manage mutually exclusive NHI's and create associated
access controls

* Impact of IGA

* Identity Governance and Administration streamlines
onboarding and reduces access errors, boosting
productivity, lowering risk.

 Benefits of PAM

 Privileged Access Management minimizes insider risks
and supports compliance requirements.

* Role of Identity Analytics

« Identity analytics enhance audit readiness and provide
insights into emerging risk trends.

Value is workflow and security

ANM
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r Different Approaches

Managing Non-human ldentities | Closing the Blind Spot

e _}\\Il,g A
CYBERARK ':'I “\t ‘

Cyberark Okta Microsoft
PAM-First Approach IGA & IAM-First Approach Ecosystem-Native Approach
Al agents as privileged Al agents as first-class Al agents as native agent
identities non-human identities (NHIs) identities
* Access Model: Ephemeral » Access Model: OAuth 2.0 tokens * Access Model: Dedicated
credentials, Just-In-Time (JIT) with scoped, policy-driven Microsoft Entra Agent ID
Access, Zero Standing Privilege access, register agents in the (specialized workload identity),
(ZSP), delegation tokens + Universal Directory specialized Entra tokens for

session controls

agents

Token based, dynamic, JIT, ZSP, IGA, shift from statics

ANM
Q l | TECH DAY
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Identity Inventory: Inventory all human and NHI accounts for a complete

landscape to reduce unknown risks (start with your native IdP, NHI-specific tool like Astrix or Entro
against your AD, cloud, and code; assign an owner to everything)

Access Risk Assessment: Evaluate existing access to detect over-privileged

accounts and potential security risks (AD sweeps--"Password Never Expires & non-interactive logon
history,” cloud IAM enumeration, secrets and code repository scanning, ITDR monitoring, CAP's, PAM workflows, etc.).

Lifecycle Governance: Automate identity LCM and enforce policies for secure

and compliant user access (IGA workflows, automate JLM's, HRIS workflows, apply the same lifecycle logic
to NHls, build in scheduled access reviews with teeth).

Elevated Access Protection: Use just-in-time access and continuous monitoring

to safeguard privileged accounts (PAM, Eliminate standing privileges with JIT access, Vault and rotate
every privileged credential, Require approval workflows for PAM requests ).

Continuous Enforcement: Implement adaptive controls that continuously

enforce access policies to respond to changing risks (PAM, ITDR, connect tools w/ Shared
Signals Framework, make policy adaptive, not static).

Outcome Measurement: Measure identity strategy effectiveness using business-

relevant metrics for continuous improvement (look at risk reduction not compliance, reduction in
standing privileged accounts, increase in JIT, less orphaned, fewer incidents, etc.).

Six Pillars of Identity Strategy & Execution

4% %
19

Identity
Inventory

Map every human &
non-human identity

| Access Risk

4 Assessment
Identify over-privileged
accounts & policy gap:!

%

| Lifecycle
Governance
Automate provisioning

Elevated Access

)% Protection
=l Protect privileged accounts

with JIT & PAM controls

Continuous
Enforcement

Enforce policies in real-time
across every access request

Outcome
Measurement
Measure progress against
identity maturity targets

SIX PILLARS OF IDENTITY STRATEGY

ANM
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Phased Adoption

Bite Sizes with Urgency Y
- ,control pomt ora
Start with visibility and quick wins o ” 5 surface.

» Establish a baseline by inventorying identities and access, '

closing obvious gaps, and delivering early improvements that
reduce risk without disrupting users or operations.

* Introduce automation and structured access management

« Automate joiner-mover-leaver processes, standardize access
provisioning, and reduce manual effort while improving
consistency and speed.

* Advance to governance, controls, and analytics

* Apply policy-driven governance, privileged access controls, and
analytics to continuously enforce least privilege and detect risk
at scale.

* Measure outcomes and iterate deliberately

» Track progress using business-relevant metrics (risk reduction,
access turnaround time, audit effort) to guide ongoing
improvements and investment decisions.




' Key Takeaways

* Identity is the perimeter now. Not the network — the
identity.

* Your non-human identities outnumber your people. If
you're not governing them, no one is.

* Tools alone don’t reduce risk. Strategy does.

» Strong identity controls don’t slow the business — weak
ones do.

* Phase it, measure it, and keep moving. Don’t try to boil
the ocean.

ANM
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« Workshops: Understand your environment with key
stakeholders. Where are the gaps?

 Tools Rationalization: Inventory, heat map, analysis,
roadmap

« Cost Analysis: Help analyze Opex vs Capex, ROl and
TCO of current and potential changes

O V= =L S
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Q&A

Robert Ochoa
Director, Cybersecurity

robert.ochoa@anm.com
602.380.5101

|E| www.linkedin.com/in/robochoa
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