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H E L L O ,  I ' M

David Vigil
Solutions Architect · ANM

Twenty-plus years in IT spanning multiple industries, from architecting enterprise 

global networks to leading infrastructure teams. Now five years at ANM, consulting 

on enterprise networking, network security, observability, and automation. Always 

looking beyond what's obvious to make sure technology serves people, not the other 

way around.

B A S E D  I N

Albuquerque, New Mexico

F I N D  M E  A T

David.Vigil@anm.com

linkedin.com/in/davidvigilin
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W H A T  W E ’ L L  C O V E R

Agenda

• Why this matters

• What is full-stack observability?

• The six monitoring pillars

• The observability architecture

• Use cases

• Competitive landscape & tooling

• Getting started & Q&A
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Your environment is 
more complex than 
ever.

100+

2 -3

$9,000/min
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T H E  D I S T I N C T I O N

Monitoring vs Observability

Monitoring

Is it up?

• Predefined metrics & known thresholds

• Alert-driven, reactive

• Watches what you already know can break

• Dashboards you built last year

Observability

Why is it slow in Denver but not Phoenix?

• Infer internal state from external outputs

• Exploratory, open-ended

• Finds what you didn't know was broken

• A capability, not a tool



What is full-stack 
observability?
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D E F I N I N G  " F U L L - S T A C K "

Every pillar correlated into one view.
From the end-user device, through the network, into the application, down to the data.

Experience

End-user device, 
browser, mobile app

Network

WAN, SD-WAN, BGP, 
routing

Security

Identity, access, 
threats, compliance

Infrastructure

Compute, storage, 
containers, 
virtualization

Application

Code performance, 
dependencies, APIs

Data

Pipelines, quality, 
lineage, governance
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T H E  L A N G U A G E  O F  O B S E R V A B I L I T Y

M · E · L · T
Four data types that you're already generating. The challenge isn't collection, it's correlation.

M Metrics

The vital signs

Quantitative measurements over time, CPU, memory, 

latency, error rate, throughput.

E Events

The milestones

Discrete occurrences, deployments, config changes, scaling 

actions, feature flags.

L Logs

The narrative

Detailed records of system activity and errors, structured or 

free-form.

T Traces

The journey map

End-to-end request paths across distributed services, where 

time is spent.
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T H E  O P E R A T I O N A L  S H I F T

Reactive → Proactive

Reactive

Alert fires, war room, & blame hunt.

• Alert fires from siloed tool

• War room assembles, four teams

• Parallel investigation & finger-pointing

• Fix →  post-mortem → repeat

Proactive

Anomaly detected, context provided, & 
guided response.

• Anomaly detected by correlated signal

• System surfaces likely root cause

• Automated remediation or guided runbook

• Business impact visible to leadership
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T H E  M E N T A L  M O D E L

A marathon, not a sprint.

You don't achieve full-stack observability by buying a tool. You build the 
capability, foundation, discipline, iteration, the way a runner builds miles.

LEVEL 01

Basic Monitoring

Uptime pings, thresholds, a few 

dashboards.

LEVEL 02

Advanced Monitoring

APM, log aggregation, per-team 

tools.

LEVEL 03

Observability

MELT correlated. Engineers ask 

open questions.

LEVEL 04

Full-Stack



Quick show of hands. How many of you run more than three 

separate monitoring tools today?



The six m onitoring 
pillars
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F U L L - S T A C K  =  S I X  P I L L A R S

Six pillars, one unified view.
Most orgs cover some of these, rarely all six, and almost never correlated.

Experience Network Security Infrastructure Application Data

The value isn't the pillars. The value is in connecting them.
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W H A T  E A C H  P I L L A R  W A T C H E S

Pillar Detail

PILLAR WHAT IT WATCHES EXAMPLE METRICS

Experience End-user interactions, response times, errors. Page load, transaction success rate, Apdex.

Network Bandwidth, latency, packet loss, routing. Jitter, throughput, path changes, BGP anomalies.

Security Threats, unauthorized access, suspicious activity. Failed auth, lateral movement, IOC matches.

Infrastructure Compute, storage, virtualization, microservices. CPU / memory utilization, disk I/O, container health.

Application Code performance, availability, dependencies. Error rates, request latency, dependency call time.

Data Data flows, quality, integrity, compliance. Freshness, schema drift, pipeline latency.



15

A  S C E N A R I O

Denver is slow. Why?
Without correlation, four teams investigate in parallel. With it, you get the connected story in seconds.

EXPER IENC E

Latency up for Denver users.

Response times 3x baseline; 

Phoenix unaffected.

NE TWOR K

Packet loss on the SD-WAN 

tunnel.

Denver branch tunnel dropping 

packets since 08:42.

I NFR A STR U C T U R E

WAN edge device at 95% CPU.

Correlated to a stuck process after 

last night's push.

RESOLUT ION

Network isolated. App team 

stands down.



The observability 
architecture
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F O U R  L A Y E R S ,  P L U S  S T O R A G E

The Architecture
Logical, not literal. Maps to one vendor or a best-of-breed stack.
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L A Y E R  0 1  ·  T H E  P I P E L I N E

Filter before you ingest

Up to 60%
cost reduction orgs routinely achieve by filtering & 

routing at the pipeline layer, per vendor case studies, 

before expensive platform ingest.

W H A T  A  G O O D  P I P E L I N E  D O E S

Normalize. One schema across vendors and sources.

Enrich. Tag with business context, service, tier, region.

Filter. Drop low-signal data before it becomes cost.

Route. Hot data to the platform, cold data to archive.

EXAM PLE  TO O LIN G

Splunk Pipeline · Cribl · Mezm o · O penTelem etry Collector
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T H E  M I S S I N G  I N G R E D I E N T

Context makes data useful
Raw telemetry is noise. Enrichment adds the business context that turns signals into answers. Without tags, your correlation 

engine is matching in the dark.

S E R V I C E

Application identity

Which app, microservice, or API is generating 

this signal? Map every data point to a service.

OW N E R S H I P

Service owner

Who owns this service? Route alerts to the 

right team. Eliminate the war room.

E N V I RON MEN T

Environm ent tags

Production, staging, dev. Region, datacenter, 

cloud account. Filter noise by context.

C L A S S I F I C A T ION

Data classification

Sensitivity tier, compliance scope, business 

criticality. Drives retention and routing policy.
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T H E  C A U T I O N A R Y  T A L E

What not to do
Skip the pipeline and ingest everything. 

2 TB/day
ingested unfiltered

90 days
hot retention, all tiers

70%
of data never queried

W hat went wrong

No pipeline. Every log, every debug line, every health check sent 

straight to the platform at full retention. No enrichment, no 

filtering, no tiering. The team had dashboards, but most of the 

ingested data was never queried once.

W hat should have happened

Pipeline first. Filter debug and health-check noise. Route cold data 

to archive. Tier retention: 7 days hot, 30 warm, archive the rest. 

Same visibility, fraction of the cost. The pipeline pays for itself in 

the first quarter.

The fix? Everything we covered in the Pipeline.
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L A Y E R  0 2  &  S T O R A G E

Platform  & storage

Platform

The engine that makes data queryable . Ingests from the pipeline, 

indexes for speed, supports federated search across distributed 

environments.

P R I M A R Y  E X AM P L E

Splunk Enterprise / Splunk Cloud +  SPL

*Cisco Data Fabric, federated query without centralization.

Storage tiers

H ot
7–30 days

Warm
30–90 days

Cold / Archive
1–7 years

Not all data needs 90-day hot retention. Tier it.
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L A Y E R S  0 3  &  0 4

From  data to decision

A N A L Y T IC S  &  I N T E L L I G E N C E

Correlation. Anom aly detection. Root 
cause.

•

•

•

V I S U A L I Z A T IO N  ·  P E R SO N A  D R I V E N

Three audiences. Three views.

• Executive

• Business service health · SLAs · cost trend

• Engineering

• Metrics · traces · log search · deploy events

• Security

• Threat landscape · incident timeline · compliance



Which architecture layer is your strongest today and where's 

your biggest gap?
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U S E  C A S E S

O bservability serves the whole org
Most start with ITOps. The entry point can be any of these.

IT O p s

Perform ance & troubleshooting

SecO p s

Threat detection and response

DataO p s

Pipeline health & lineage

AIO p s

N ew kid on the block
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T H E  P R O B L E M  L A N D S C A P E

The website is slow
A customer calls in, checkout is hanging. Is it the frontend, the network, the infrastructure, the application, or the database?

Five teams, one symptom, no ownership yet.

F RO N TE N D

Web app team

CDN, load balancer, web 

frontend. Page rendering 

slow or a backend issue?

N E TW O R K

Network team

Routing, switching, 

firewall. RUM flagged 

network timing, is it the 

WAN?

IN F R A S T R U C T U R E

Infra team

Servers, VMs, containers. 

CPU spiking? Memory 

pressure? Disk I/O 

saturated?

D A T A B A S E

DBA team

Queries, replication, 

connection pools. Slow 

query or lock contention?

A P P L IC A T IO N

Dev team
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O B S E R V A B I L I T Y  I N  A C T I O N

Follow the alerts to ownership
Four steps from symptom to ownership. Each step narrows the blast radius until one team owns the next action.

D E TE C T

Dashboard alerts

NOC dashboard fires 

alerts on the checkout 

workflow. Something is 

wrong.

IN V E S T IG A TE

Service topology

Service map shows the 

full dependency tree. 

Trace the path from 

frontend to backend.

E L IM IN A TE

DB service

Database service 

healthy across all 

metrics. Rule it out in 

seconds, not hours.

I S O L A TE

Payment service

APM thresholds 

breached. Ownership 

assigned dev team 

takes it from here.

V E R D IC T

Minutes, not hours

Dev Team owns the next action
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G A R T N E R  M A G I C  Q U A D R A N T  ·  N O T A B L E  L E A D E R S

The observability market
Mature and consolidating. All leaders support OpenTelemetry which means your instrumentation can outlive your platform 
choice.

Splunk

Breadth leader. SIEM + 

observability. Post-Cisco network 

integration. SPL for deep query.

C I S C O ,  M A R C H  2 0 2 4

Datadog

Cloud-native leader. 1,000+ 

integrations. Strong APM, infra, 

logs. DevOps-mature fit.

5 TH - Y E A R  L E A D E R

Dynatrace

Automation leader. Davis AI root 

cause. OneAgent auto-

instrumentation. Enterprise focus.

A I - F I R S T

Elastic

Open-source roots. Elasticsearch. 

Flexible deployment. Budget-

conscious fit.

E L K  H E R IT A G E

Grafana

Cost leader. OSS stack. Loki, 

Tempo, Mimir. Avoid lock-in. Strong 

community.

O S S - F I R S T

N ew Relic

Predictable pricing. Per-GB ingest. 

Strong APM heritage. Mid-market 

fit.

C O N S U M P T IO N - B A S E D
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T H E  G R E A T  E Q U A L I Z E R

O penTelem etry (O Tel)
Instrument once and choose your platform.

58%
of OpenTelemetry adopters cite vendor portability 

as the #1 reason they chose it.

Source: CNCF end-user surveys

Open CNCF standard - second only to Kubernetes in 

contributor activity.

Every major vendor - Splunk, Datadog, Dynatrace, Elastic, 

Grafana, New Relic.

Production stable as of 2025. AWS, Azure, GCP offer native 

OTel support.

De-risk move. Even if you're committed to Splunk today, 

OTel makes tomorrow optional.

T A C T I C A L  T A K E A W A Y

Standardize on OTel for collection, regardless of platform .
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Where to begin

01

Business transaction 
decom position

Map critical services to 

technology. Non-negotiable 

first step.

02

Data source strategy

What telemetry, from where, 

at what frequency. Not 

everything on day one.

03

Pipeline first

Stand up a pipeline before 

expanding collection. Control 

cost early.

04

O ne use case, proven

Pick ITOps, SecOps, DataOps 

or AIOps. Prove value. Then 

expand.

05

Iterate & expand

Maturity is earned. Each 

phase builds on the last.

P L A N  FO R  T H E S E ,  N O N E  A R E  B LO C KE R S

Silos

Cross-functional program, 

not a tool buy.

Data volum e

Filter, sample, tier. 

More ≠ better.

Tool sprawl

Consolidate where you can, 

integrate where you can't.

Tech debt

Start where you can 

instrument.

Skills gap

Invest in people, not just 

tools.



L E T ' S  C O N T I N U E  T H E  C O N V E R S A T I O N .

R E A C H  O U T  T O  Y O U R  L O C A L  A N M  A M  O R  S A .

T H R E E  T H I N G S  T O  T A K E  W I T H  Y O U

Observability is a capability you build incrementally 

not a tool you buy.

Correlation across the six pillars is where the value 

lives.

Filter at the pipeline and standardize on 

OpenTelemetry.

David Vigil

David.Vigil@ anm .com

• Demos and Proof of Concepts

• Planning and Roadmap Assistance


